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Abstract

Address Resolution Protocol is an essential protocol deployed over
the network session where it maps logical addresses (IP- Internet
Protocol) to physical addresses (MAC-Media Access Control).

In this paper a multi-agent system is introduced and implemented to
prevent known attacks against this protocol (i.e., ARP spoofing and
Sniffing) by constructing a cognitive upper layer that sustains the validity
and the authenticity of ARP traffic.

The presented system is a preemptive system that utilizes domain
intelligence to reveal smart attacking methodologies against Spoofing
terminologies; the presented system is implemented JADE environment
and low level software modules. Results are obtained and analyzed to
verify the effect of the approach.

Keywords: Ontology, ARP, network security, JAVA Agent, JADE
environment, ARP spoofing.
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1. Introduction

One of the biggest threats in a computer network is a rogue system
pretending to be a trusted host. Once someone has successfully
impersonated another host, he/she can intercept and log traffic destined
for the real host, or lie in wait for clients to connect and begin sending host
confidential information.[1,2]

Spoofing a host has especially severe consequences in IP
networks, because it opens many other avenues of attack. One technique
for spoofing a host on an IP network is Address Resolution Protocol (ARP)
spoofing. ARP spoofing is limited only to local segments and works by
exploiting the way IP address are translated to hardware Ethernet
addresses.[1,3,4]

When an IP datagram is sent from one host to another on the same
physical segment, the IP address of the destination host must be
translated into a MAC address. This is the hardware address of the
Ethernet card that is physically connected to the network. To accomplish
this, the Address Resolution Protocol is used.[1,3,4]

ARP is a stateless protocol which means accepting responses by
hosts connected to the network without sending any request, this is a
tremendous weak point exploited by attackers who want to receive traffic
destined for another host, attacker could send forged ARP responses that
match chosen IP address with attacker MAC address. The machine that
receive these spoofed ARP responses can't distinguish them from
legitimate ARP responses and will begin sending packets to the attacker's
MAC address.[1,3,4,5]

Another side effect of ARP being stateless is that a system's ARP
tables usually use only the results of the last response. In order for
someone to continue to spoof an IP address, it is necessary to flood the
host with ARP responses that overwrite legitimate ARP responses from
the original host. This particular kind of attack is commonly known as ARP
cache poisoning.[1,3,4]
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2.Network Sniffing using ARP spoofing (Theoretical
Background)

In a switched network environment, packets are only sent to the port
they are destined to, according to their destination MAC addresses. This
requires more intelligent hardware that can create and maintain a table
associating MAC addresses with certain ports, depending on which device
is connected to each port, as illustrated in figure (1):[4,5,6]

Port / MAC table
{ port 1: 00:00:00: AA:AA-A A

port 2: 00:00:00: EB:BEEB:BE
port 3: 00:00:00: CC-CC:CC

|I:IIIII_|__| |

00:00:00: CC:CC:CC
00:00:00:BEB:BEE:BEB

00:00:00: A A A AN

Figure 1: Mapping hardware port to host physical address

The advantage of a switched environment is that devices are only

sent packets that are meant for them, meaning that promiscuous devices
aren't able to sniff any additional packets. But even in a switched
environment, there are clever ways to sniff other devices' packets; they
just tend to be a bit more complex. In order to find hacks like these, the
details of the protocols must be examined and then combined.[4]

One important detail of network communications that can be
manipulated for interesting effects is the source address. There's no
provision in these protocols to ensure that the source address in a packet
really is the address of the source machine. The act of forging a source
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address in a packet is known as spoofing. The addition of spoofing to the
bag of tricks greatly increases the number of possible hacks, because
most systems expect the source address to be valid.[4]

Spoofing is the first step in sniffing packets on a switched network.
The other two interesting details are found in ARP. First, when an ARP
reply comes in with an IP address that already exists in the ARP cache,
the receiving system will overwrite the prior MAC address information with
the new information found in the reply (unless that entry in the ARP cache
was explicitly marked as permanent). The second detail of ARP is that
systems will accept an ARP reply even if they didn't send out an ARP
request. This is because state information about the ARP traffic isn't kept,
because this would require additional memory and would complicate a
protocol that is meant to be simple.[4]

These three details, when exploited properly, can allow an attacker
to sniff network traffic on a switched network with a technique known as
ARP redirection. The attacker sends spoofed ARP replies to certain
devices that cause the ARP cache entries to be overwritten with the
attacker's data. This technique is called ARP cache poisoning. In order to
sniff network traffic between two points, A and B, the attacker needs to
poison the ARP cache of A to cause A to believe that B's IP address is at
the attacker's MAC address, and also poison the ARP cache of B to cause
B to believe that A's IP address is also at the attacker's MAC address.
Then the attacker's machine simply needs to forward these packets to
their appropriate final destinations, and all of the traffic between A and B
still gets delivered, but it all flows through the attacker's machine, as
shown in figure (2):[4]
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System A System B
IP :192.168.0.100 IP  :192.168.0.200
MAC: 00:00:00: AA: AL AA MAC: 00:00:00:BB:BB:BB
internal ARP cache intermal ARP cache
192.168.0.200 at 00:00:00: FA: CA:DE ‘ ‘ 192.168.0.100 at 00:00:00: FA: CA:DE
Attacker system
: 192.168.0.137

M%( 00:00:00:FA:CA:DE

intermal ARP cache

192.168.0.100 at 00:00:00: AA:AAAA
192.168.0.200 at 00:00:00: BE:BE:BB

Figure 2 : ARP spoofing scenario

Because A and B are wrapping their own Ethernet headers on their
packets based on their respective ARP caches, A's IP traffic meant for B is
actually sent to the attacker's MAC address, and vice versa. The switch
only filters traffic based on MAC address, so the switch will work as it's
designed to, sending A's and B's IP traffic, destined for the attacker's MAC
address, to the attacker's port. Then the attacker rewraps the IP packets
with the proper Ethernet headers and sends them back out to the switch,
where they are finally routed to their proper destination. The switch works
properly; it's the victim machines that are tricked into redirecting their
traffic through the attacker's machine.[4]

Due to time-out values, the victim machines will periodically send out real
ARP requests and receive real ARP replies in response. In order to
maintain the redirection attack, the attacker must keep the victim
machine's ARP caches poisoned. A simple way to accomplish this is to
simply send spoofed ARP replies to both A and B at a constant interval,
perhaps every ten seconds.[4]

A gateway is a system that routes all the traffic from a local network out to
the Internet. ARP redirection is particularly interesting when one of the
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victim machines is the default gateway, because the traffic between the
default gateway and another system is that system's Internet traffic. For
example, if a machine at 192.168.0.118 is communicating with the
gateway at 192.168.0.1 over a switch, the traffic will be restricted by MAC
address. This means that this traffic cannot normally be sniffed, even in
promiscuous mode. In order to sniff this traffic, it must be redirected.[4]

3.Software Agent

The term ‘agent’, or software agent, has found its way into a number of
technologies and has been widely used, for example, in artificial
intelligence, databases, operating systems and computer networks
literature. Although there is no single definition of an agent, all definitions
agree that an agent is essentially a special software component that has
autonomy that provides an interoperable interface to an arbitrary system
and/or behaves like a human agent, working for some clients in pursuit of
its own agenda. Even if an agent system can be based on a solitary agent
working within an environment and if necessary interacting with its users,
usually they consist of multiple agents. These multi-agent systems (MAS)
can model complex systems and introduce the possibility of agents having
common or conflicting goals. These agents may interact with each other
both indirectly (by acting on the environment) or directly (via
communication and negotiation). Agents may decide to cooperate for
mutual benefit or may compete to serve their own interests.[7,8]

4.Java Agent DEvelopment(JADE)

The first software developments, that eventually became the JADE
platform, were started by Telecom ltalia (formerly CSELT) in late 1998,
motivated by the need to validate the early FIPA specifications.[8]

Partially funded by European Commission (FACTS project, ACTS
AC317) a team composed of Fabio Bellifemine, Agostino Poggi and
Giovanni Rimassa were gathered with the good will and dedications to
promote the concepts of JADE and its compliant to FIPA. At a certain point
it was decided to move beyond a means of simply validating the FIPA
specifications towards developing a fully fledged middleware platform. The
vision was to provide services to application developers and that were
readily accessible and usable by both seasoned developers and
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newcomers with little or no knowledge of the FIPA specifications.
Emphasis was placed on the simplicity and usability of the software
APIs.[8,9]

In order to better facilitate industrial involvement, in May 2003 Telecom
Italia Lab and Motorola Inc. defined a collaboration agreement and formed
the JADE Governing Board, a not-for-profit organization of companies
committed to contributing to the development and promotion of JADE. The
Board was formed as a contractual consortium with well-defined rules
governing the rights and obligations toward generated IPR. The Board is
open with members able to join and leave according to their needs. At the
time of writing, Telecom ltalia, Motorola, France Telecom R&D, Whitestein
Technologies AG and Profactor GmbH have all become members of the
Board.[8,9]

When JADE was first made public by Telecom ltalia, it was used
almost exclusively by the FIPA community but as its feature set grew far
beyond the FIPA specifications, so did its usage by a globally distributed
developer community. It is interesting to note that JADE contributed to
widespread diffusion of the FIPA specifications by providing a set of
software abstractions and tools that hid the specifications themselves;
programmers could essentially implement according to the specifications
without the need to study them. This is considered as one of the main
strengths of JADE with respect to FIPA.[8,9]

5.Agent-Based ARP Authentication (The Proposed
System)

This proposal is dedicated to provide a promotion step toward
fighting network attackers by leveraging up the methodology from raw data
to conceptual domain, where problem domain is to be abstracted into its
essential concepts and ontology is to be defined over that domain.
Intelligent Agent has been deployed to perceive domain concepts and
makes decisions upon its conceptual model.

Intelligent Agent has been designed and implemented over this
work to autonomously authenticate the ARP packet before replying it, this
approach needed collaborative components at different level to work
together, as it is shown in figure (3), where Intelligent Agent mobility
imposes the implementation to be in JAVA but with a sacrifice for the
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accessibility to kernel level operating system resources, thus socket layer
has been added to grant JAVA the ability to communicate C++ module
which is eventually communicate kernel level driver.

Network Ontology

HENEEEEE —
Java Agent <:> MySQ

------------------------- 'E ﬁ DBMS

| [ Network Socket }@[ Network Socket }

C++ Module JAVA Module

—e e ececeeceeeee--d

JBALIP |euOOUNy
JaAaup pod Uy

[ Figure 3- Proposed System Essential Components ]

To grant this proposal the reliability needed to authenticate network
packets (ARP) before replying it through operating system components,
the proposed technique contains network filter driver; this driver has been
designed using Microsoft DDK combined with Visual studio 6.0 to intercept
network traffic, carried by IRP (I/O Request Packet), before getting into
host kernels.
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Figure (4) presents the conceptual view for the Agent structure
where its functionality can be abstracted into two essential behaviours;
one for authenticate ARP (forward ARP ) and RARP (reverse ARP)

ARP Authentication Agent

requjresiP requjresMAC
ARP forward
prOVidGSMAC behaviour reverse

behaviour

provjdesIP

IP_MAC requiresMAU

()
4 providesiP_MAC providesMAC_IP

MySQL Query Builder component

providesSQ
Statement

Setup &
Initialization

W component .
requiresPlatfprm start providesSQL
message Results
MySQL providesQuery
Connection
component requiresResult

Figure 4. ARP Authentication Agent — Conceptual view
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Along this work, ARP ontology has been defined to transfer network
ARP protocol to conceptual domain. Next step was to represent this
ontology in format easily can be interpreted, thus, XML format has been
chosen to represent ARP ontology.

Basically, ARP protocol is a mapping function from IP domain to MAC
domain; this is the forward mapping (ARP session) and from MAC domain
to IP domain; this is the reverse mapping (RARP session).

Figures (5) and figure (6) represent ARP session and RARP session; also
the XML representation is presented. XML will be encapsulated into ACL
message crossing Agent platform, it is Agent responsibility to interpret
message contents and acts according to that interpretation.

Is_a Request
packet

\ @
is\a
is !a

=

Requested . w
MAC is[a

Figure 5: ARP forward session, Ontology and XML representation
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Reverse
Request
Packet

Reverse
Reply
Packet

ARP
Packet

ARP
Packet

<ARP_ Packet type <ARP Packet type
="RREQUEST">  <SrcIP> ="RREPLY"> <SrclP>
value = "specified " value = "declared "
</SrcIP> <SrcMAC> value = </SrcIP> <SrcMAC> value
specified”  </SrcMAC> = "specified" </SrcMAC>
<DestIP> value = "requested" <DestIP> value = "specifed"
</DestIP> <DestMAC> value = </DestIP> <DestMAC> value
"specified" </DestMAC> = "specified" </DestMAC>
</ARP_Packet> </ARP_Packet>

Figure 6: RARP reverse session , Ontology and XML representation

In a testing environment, the network filter driver will intercept ARP
session presented in figure (7), which is a screenshot of Wireshark the
network sniffing and analysis tool.
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Figure 7: Wireshark software capturing ARP session at network level

Windows operating system is following the same scheme in building
ARP cache table for the testing environment. Figure (8) shows ARP cache
table built by windows operating system.

CAWINDOWS\system32\cmd. exe

C:\Documents and Settings“\AmmarYarp -a

Interface: 192.168_0.181 —— Bx2

Internet Address
192.168.8.1
192.168.8.108

B e
192.168.8.183
192.168.8.185

:\Documents and Settings“Ammar>

Phyzical Address

24-BAc—-bd-ea-52-d4 dynamic
fa-1f-Bc—-6B-2d-2a dynamic
T0-1a-B4-8f-61-h7 dynamic
BB-1f-3c-86—-d?-208 dynanic
33-1f-2d-86-di-ff dynamic

Figure 8: conventional ARP cache table
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This proposal system will built analogous ARP cache table as
shown in figure (9); this table is Agent-based where another column has
been added to traditional ARP cache presented in figure (8).

index AgentlD IP MAC
1 ArpAgentd01@192.168.0.100 192168.0.100 fa-1f-0c-60-2d-2a
2 ArpAgent002@192.168.0.100 192.168.0.101 70-1a-04-8f-61-b7
3 ArpAgent003@192.168.0.100 192.168.0.103  00-1f-3¢c-86-d9-20
4  ArpAgent004@192 1680100 1921680105  33-1f-2d-86-d1-ff

Figure 9: Agent-Based ARP cache table

Agent-based ARP cache table will saved at each host and updated
upon firing new agents on new hosts. Each host now will resolve for
AgentID rather than for IP or MAC, thus the attacker will face a new
obstacle that is to prove himself as authenticated agent within the network.

Further more, all agents within the network will be monitored and
managed through platform monitoring tools come with developing
envrionment. Figure (10) shows RMA (Remote Management Agent ) tool
used by this proposal to monitor the creation and termination of
authenticated agents.

]l rmax192.168.0.101:1099/JADE - JADE Remole Apenl Managemanl GUI [=mlE=1lE]
e Actilons Tools R’emote Plamorms Ilelp

|| = & e P8 = @ & fe8s 0 Cwaodd
7 [ AgentFlatorms A nmrne Jadures ] stule | owenier |

b TR B P - R I W N EES HEICI A N T v (MAME  [2DDR.. [STATE [0,
o= [ Mlidin Curilainer =
- EmIGT RS O ION
[ aArpagentUUes 192 1680100 TUes s e
<@l 192.165.0.103
B ArpAgentUUsam 192 160U T UL U as L
&+ @@ 192.1653.0.10%
[ ArpAgont0OLE 192 158.0.100 1039 0A0E
® @Em 1w 1g0.u1ul
B ArpegenlNN2ER 182 1AS N 10N 1NSasAnFE

Figure 10: Remote Agent Management for ARP Agents
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When ARP Agent perceived the network environment according to
the ontology defined in figure (5) and figure (6), thus when a broadcast
ARP packet is received the agent will retrieve the Agent source for the that
packet and communicate it at Agent level to authenticated this packet
before completing ARP session.

ARP Agent will use ACL (Agent Communication Language )
messages to communicate other agents within the platform, and the
message content will be the XML representation for the ontology designed
and implemented by this proposal. Figure (11) shows a complete ARP
session accomplished at Agent level, message content is shown as
message types are also highlighted.

ACL Messnpe Ed] B Message E|
[ ACLMessage | Envelope ["ACLMessage | Civelope
Senrer: Set IR 1RR IO INARLIALE sender: Set L1 T L UL Y AADE
r192.160.0.100:1099 I 7
Receivers: ArpAgent001@192.160.0.100:1099/1 e |arpAgent001@192.160.0.100:1099.]
3] i [ 1+ 4] 1 [ 1¥]
Repiy-to: ‘ Reply1o: ‘
Communicative nct:llremest I | T| Communicative ar.{ ||;o|rﬁr|n | |T
Cantent: C.omten:
=5roiPEva ue =" LA TS UAUL sl =] =ErEEE val lp =" 95 IFRN 101" =igm P i
=OrehA = value ="fa-11-0c-60-2d- 28" =OrehAC= ~EreMAGH veluc {770 12 04 3 61 a77) </Srevhss —
=DusllP= valup = 187 1RE 011" LR PN E CDestlP> walie - " GZAFEB0- 00" <OestPe =
leDestMac=Falus - requastac] =/Dastiac= </ARP_Paz| = SLIEStIAL S VAIUE = "13-1-Ue-EU-L 328" <ILIestii |
|4l T [~ 1»] 3 I [
Lamiguage: | | L |
Encoding: | | Encoding: || |
Oritology: | | ontalogy | |
Proiocol Tipa-redquest | x | Protocol: fipa-propose | o
Conversation-id: | Comversation id: |
Inrephy-to: || | In-rephy-to: |
Reply-withe [ | Rephy-with: [ |
Heply-hy set Reply-by: Set
User Properties: ‘ | Usar Properties: ‘ |

Figure 11: ARP forward session at Agent level and using XML based ontology
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6.Conclusions

1-

Agent software module can be embedded in perceivable domains to add
the ability to make decisions where sensor and raising alerts can be the
assignments of agents. Agent platform can be built to assist sustaining
events occurred at low level abstraction of any information system

Counter network threats can be implemented as a social activity rather
than personal inspection for the threat. all network threats have their
signature through which security software can identify and neutralize these
threats, thus, if for some reason certain threat's signature is not recognized
in some network segment; it could be recognized somewhere else.
Application level proxies can make a great use of intelligent agent in the
domain of the application, where a domain can be abstracted in its
essential concepts and semantics. This paper exploited ARP concepts to
increase Agent cognitive perceiving of the problem domain.

Network protocols are easy to be conceptualized due to its design
principles in maintaining the simplicity and lower network traffic, and
ethical hacking methodologies are producing many concepts to identify
threat signature and footprint. Powerful network ontology will grant
security products to conceptualize network events and eventually identify
not only known threats' signature but even the anomalous behaviors.
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